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About

m apiVersion: redhat.io/v30 m
kind: SolutionArchitect

metadata:
name: dominik-hahn
namespace: switzerland

apiVersion: redhat.io/v42
kind: SolutionArchitect
metadata:
name: karoly-charlie-vegh
namespace: austria

annotations: annotations:
specialized: openshift, ansible, rhel specialized: ansible, rhel, insight
labels: labels:
sport: kitesurf,wakeboard motorcycle freetime: gaining and losing weight,e- bass
spec: spec:
replicas: 1 replicas: 1
containers: containers:
- image: kubeadm.ch/dominik:latest - execution environment:
github.com/kvegh
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What we will discuss today:

Automation:

» The WHY
» The HOW
» The WHAT
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About the WHY

>
2
0,
g
o
>
[
—+
o
3
Q
=
0
5
3
Q)
~+
=,
o
-
3
w
o)
o
O
®
Q
=
®
o
n
<
5}
2

Ansible Automates




..we automate, sure!
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he goals we can aim for

What are we trying to achieve?

e Efficiency - a boring, but absolutely relevant goal
e |Infrastructure as Code
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What are we trying to achieve?

Efficiency - a boring, but absolutely relevant goal
Infrastructure as Code

Validation of Running Configurations

Services of Teams provided for self-service consumption
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he goals we can aim for

What are we trying to achieve?

Efficiency - a boring, but absolutely relevant goal
Infrastructure as Code

Validation of Running Configurations

Services of Teams provided for self-service consumption
Cross-Team Workflows

e Integration with ITSM
e Security Compliance automation
e AIOps
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he goals we can aim for

What are we trying to achieve?

Efficiency - a boring, but absolutely relevant goal
Infrastructure as Code

Validation of Running Configurations

Services of Teams provided for self-service consumption
Cross-Team Workflows

Collaboration

Reduce Human Errors, Increase Reliability and Reproducibility
Automatic documentation of the infrastructure

Integration with ITSM

Security Compliance automation

AlOps

Auto remediation

Ansible as a Service for SW deployment (SPUDS)

Ansible on Z
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About the HOW
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Automationisa CHANGE
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4 ( Who wants change? )
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When automation crosses teams,
you need an automation platform

A.O©

” Cloud Admins

OS Teams Operations
A O ln
. Infrastructure

Security
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So, HOW shall we automate?
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So, HOW shall we automate?

e As astandard approach for every IT Task
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So, HOW shall we automate?

e As astandard approach for every IT Task
e Across Teams
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So, HOW shall we automate?

e As astandard approach for every IT Task
e Across Teams
e With everyone involved
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So, HOW shall we automate?

e As astandard approach for every IT Task
e Across Teams

o Wit
o Wit

N everyone involved

N clear goals to pursue
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About the WHAT
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WHAT are the right Use Cases to start
with?
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Technologies well supported Technologies implemented in
by Ansible the corporate platform

The SWEET SPOT
The LOW HANGING FRUITS

The QUICK WINS
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Supported and certified content you can trust.

130+

Certified Content
Collections

95+
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Ansible Automation Platform
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cisco

Confluent

confluent

amazon

Amazon

amazon

Microsoft
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Ansible

ansible

Check Point

check_point

cloud

cloud

i

cumulusnetworks

cumulusnetworks

ARISTA

Arista

arista

chocolatey

chocolatey

COHESITY

Cohesity

cohesity

2w collect

c

CYBERARK

CyberArk

cyberark

2 Feedback

Ansible Automates



Supported and certified
content you can trust.

Find the list of certified Ansible Collections on
the Customer Portal:

https://access.redhat.com/articles/3642632

ns

Red Hat

Products vie Security Community

Customer Portal

Products & Services » Articles » Ansible Automation Platferm Certified Content

Ansible Automation Platform Certified Content I

Updated Cctober 11 2022 at 12:16 PM - English -
Beginning with Ansible 2.9, the Ansible Content Collection subsystem was included as fully supported by Red Hat, and the following certified
content should be using this packaging format and distributed via Ansible Automation Hub.
Certified content may be downloaded and installed from two different delivery locations:
* Ansible Automation Hub
& Ansible 2.9 and newer, contains Collections
s The legacy Ansible distribution
¢ Ansible 2.9 and older, contains Modules only

MOTES:

- Ansible Automation Hub requires a valid Red Hat Ansible subscription for access.

- A subset of the certified collections below are developed, tested, built, delivered, and supported by Red Hat. Additional suppartability claims for
these collections may be provided under the "Maintained and Supported By" column below for more information.

- For issues that involve both Red Hat, and a third party (see the "Maintained and Supported By” column below), when opening a case with Red
Hat, it is require to have a ticket with said third party as well, as thatis a requirement for Red Hat to collaborate with partner throgh TSAMNet. For
more information consult the "Collaboration between partners” section of Best practices for engaging with Red Hat Support.

Certified Content in Ansible Automation Hub

Maintained a0 i

Entity Collection Name Deseription and Supported ' i

Certlifled Certifled

By

Amazon amazon.aws Amazaon AWS Red Hat Ansib v v

Ansible mimon Ansible Netcommaon Red Hat A v v

Ansible Ansible Netwark Red Hat A v v

Ansible ansible.posix Ansible Pasix Red Hat Ansible v v

Ansible ansible security Ansible Security v v

PRI S [T
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Couple of examples.
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Example |

Use Case: Virtualization with VMWare
Goal: Consumable VM Deployment Service
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Step 1: Find the certified VMWare
Ansible Collection on the
Automation Hub:

@ Certified

vmware_rest
Provided by vmware

121

vcenter_vm

vcenter_vm_guest_customization

vcenter_vm_guest_filesystem_directories
vcenter_vm_guest_identity_info

vcenter_vm_guest_localfilesystem_info

vcenter_vm_guest_power

vcenter_vm_guest_networking_info

vcenter_vm_guest_networking_interfaces_info

vcenter_vm_guest_networking_routes_info

vcenter_vm_guest_operations_info

vcenter_vm_guest_power_info

module

module

module

module

module

module

module

module

module

module

module

Creates a virtual machine.

Applies a customization specification on the virtual
machine

Creates a directory in the guest operating system
Return information about the guest.

Returns details of the local file systems in the guest
operating system.

Issues a request to the guest operating system asking it
to perform a soft shutdown, standby (suspend) or soft
reboot

Returns information about the network configuration in
the guest operating system.

Returns information about the networking interfaces in
the guest operating system.

Returns information about network routing in the guest
operating system.

Get information about the guest operation status.

Returns information about the guest operating system
power state.

@ Ansible Automates



Organizations > Honey Dog, Inc.

Step 2. Access

() Au to mate th e VM 4Back to Organizations  Details  Access Teams  Execution Environments  Notifications
prOViSioning jOb Username Q Add

Username Firstname 1 Last name Roles

e Use the Automation
ContrO”er’S RBAC to prOVide admin User Roles  System Administrator
access to it for other teams

austin78 Austin Austin User Roles  Member X  System Auditor
jgarcia Jerry Jerry User Roles  Member X
jdoge Josie Josie User Roles  Project Admin X

122
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Example l:

Use Case: Network: Cisco/Juniper/Arista config
Goal: Configuration Validation
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M Certified -

Step 1: Find the certified

Cisco/Juniper/Arista Ansible ios
Collection on the Automation Provided by Cisco
Hub:

Ansible Network Collection for
Cisco |0S devices.

J U n | Der - . ARISTA Certified g
_ Certified -

NETWORKS
junos €0s
Provided by junipernetworks Provided by Arista
Ansible Network Collection for Ansible Network Collection for
Junipernetworks Junos Arista EOS devices
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Step 2:

e Automate the network
configuration job

e Use the Automation
Controller's Scheduler and
Check Mode to do dry-run
checks

125

Views

Dashboard

Jobs

Schedules

Activity Stream

Workflow Approvals

Resources

Templates
Credentials
Projects
Inventories

Hosts

Access

Organizations

Users

Schedules

0 Name =«

Name T

Cleanup Activity Schedule

Cleanup Expired OAuth 2 Tokens

Cleanup Expired Sessions

Cleanup Job Schedule

Q

Delete

Type

Management Job

Management Job

Management Job

Management Job
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Example llI:

Use Case: Azure: AD User management
Goal: ITSM Integration
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Step 1.

e Use the certified Azure
Ansible collection from the
Automation HUB to
Automate the Azure AD User
creation job

127

azure_rm_sqlserver
azure_rm_virtualhub
azure_rm_galleryimage_info
azure_rm_trafficmanagerprofile
azure_rm_devtestlabpolicy_info
azure_rm_cognitivesearch_info
azure_rm_notificationhub
azure_rm_manageddisk_info
azure_rm_ddosprotectionplan
azure_rm_devtestlabenvironment
azure_rm_devtestlabartifactsource
azure_rm_webappvnetconnection

azure_rm_subnet_info

module

module

module

module

module

module

module

module

module

module

module

module

module

Manage SQL Server instance

Manage Azure VirtualHub instance

Get Azure SIG Image info

Manage Azure Traffic Manager profile

Get Azure DTL Policy facts

Get Azure Cognitive Search service info

Manage Notification Hub

Get managed disk facts

Manage DDoS protection plan

Manage Azure DevTest Lab Environment instance
Manage Azure DevTest Labs Artifacts Source instance
Manage web app virtual network connection

Get Azure Subnet facts

Ansible Automates
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Step 2:

e Use the Automation
Controller’'s API to provide
the ITSM tool with access to
trigger that job

REST API

REST API?

GET /api/

HTTP 200 OK

Allow: GET, HEAD, OPTIONS
Content-Type: application/json
Vary: Accept

X-API-Node: localhost
X=API-Time: ©@.014s

"description': "AWX REST API",
"current_version": “/fapi/v2/",
"available_versions": {
vl "sapifvl/t,
2" "Japi/fw2/"
}e
"pauth2": "sapifo/",
"custom_logo': “data:image/png;basebd, iVBORWOKGQOAAAANSUhEUGAAATY AAACWCAYAAAABAXH IAAAMFGLDQ1BIQ@MgUHIvZm1s ZQAAS ImVViwdl
"custom_login_info": "Don't upset the Angry Spud!"

o Ansible Automates



Example |V:

Use Case: Security, Compliance & Audit = Toll
Goal: Governance As A Service
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“Toil is the kind of work tied to running a
production service that tends to be
manual, repetitive, automatable,
tactical, devoid of enduring value, and
that scales linearly as a service grows.”

Rehablhty
Engineering

HOW GOOGLE RUNS PRODUCTION SYSTEMS Vivek Rau

Site Reliability Engineer, Google

130
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Source: https://sre.google/sre-book/eliminating-toil/



https://sre.google/sre-book/eliminating-toil/

Current State

The “Free For All, File A Ticket” Approach
Team A

e = O

—  Security, May I?

Team B
= =
— Compliance, May I?

Team Nth..
= o 5
—> Audit, May I?

131

The Mythical

Production Environment
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Governance As A Service - With Red Hat
The Automated Approach

Governance Pipeline (Ansible, Tekton,

=)

Collect Evidence

Evidence
Repository

132
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Governance As A Service - With Red Hat
The Automated Approach

. . . Audit & Record
Governance Pipeline (Ansible, Tekton, Decision

)
SAST DAST Nth Scan Attestation

Collect Evidence v

B

Attestation
Repository

Policy,
Compliance,
& Security

& as code
Governance |

Professionals

Evidence
Repository
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Governance As A Service - With Red Hat

The Automated Approach The Gate

. . . Audit & Record
Governance Pipeline (Ansible, Tekton, Decision

)
SAST DAST Nth Scan Attestation

Collect Evidence v
@ Good To Go?

Attestation
Repository

Policy,
Compliance,
& Security

& as code
Governance |

Professionals

Evidence
Repository
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Governance As A Service - With Red Hat

The Automated Approach The Gate Production

. . . Audit & Record
Governance Pipeline (Ansible, Tekton, Decision

)
SAST DAST Nth Scan Attestation

Collect Evidence v
@ Good To Go?

Attestation
Repository

Policy,
Compliance,
& Security

& as code
Governance |

Professionals

Evidence
Repository
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Example V:

Use Case: Al driven testing
Goal: Suggest test case optimization to test

manager

Ansible Automates



Al driven testing

‘ verify test suite
Azure Data Explorer
e uses propagates data test case data uses
|| vV »|| VvV || vV
L] L] [
- [——) @ [——) —
Business User PROD example application Azure Al Service Test cluster Example application
@ - managed
O Azure Red Hat OpenShift O Azure Red Hat OpenShift *
O Azure Red Hat OpenShift
suggests test # deploys new
‘ cases defines test app ?nfra
cases Selenium module version
¢ “create test case”

e Verify defect/ incident e
data | I

Test Manager UPI Developer
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Example VI:

Use Case:

- nd-to-

- NC

Goal: Cross-Team Col

Windows Server SW+Updates

aboration

Ansible Automates
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Step 1.

e Define the process, use relevant Ansible collections

Disable
Alerting:

Zabbix
Nagios
lcinga
Datadog
Grafana
Splunk

Configure

LoadBalancing:

F5

Netscaler
HAProxy
AWS ELB

Snapshot
VMs:

VCenter
NetApp
Purestorage
Specttrum
Virtualize
Dell
Powerstore

Deploy Rollback if
Updates: necessary
o WSUS e Ansible
e Chocolatey Workflows
e Ansible °

Windows

Collection

Ansible Automates
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Step 2:

e Use the automated
process blocks
provided by the
different teams, and
build the automated
Workflow on top of
them:

START

START

o

Demo Project
Dema Job Template <
e2e-ec20de52-project '

o Ansible Automates



What we discussed today:

Automation:

» The WHY
» The HOW
» The WHAT
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The key takeaways:

» Getall the IT Teams involved
> Clarify and communicate the common goals
» Find the quick win Use Cases to start with
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Red Hat

Thank you

O
Red Hat is the world’s leading provider of
— Ii enterprise open source software solutions. Award-
winning support, training, and consulting services
D make
Red Hat a trusted adviser to the Fortune 500.
O

.

facebook.com/ansibleautomation O

twitter.com/ansible

linkedin.com/company/ansible/

youtube.com/user/RedHatVideos
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